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Defense for Special Operations and Low-Intensity Conflict, stated that adversarial use of disinformation,
misinformation, and propaganda poses one of today’s greatest challenges to the United States.

A real threat that goes beyond national security

One-Third Believe Or Are Unsure About Four Or More of
Eight False Statements About COVID-19

Number of false statements about COVID-19 that individuals
believe to be true or are unsure about:

® None @ 1-3false statements @ 4 or more false statements

COVID-19 vaccination status
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The OODA loop in theory appears as
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operational and adversarial inputs
can distort this process in a number
of ways.

Act

>

N
T aYaTaTa
v

Y\ //

s
£
g

)

a9
Observe W

~ Human aspect Informational aspect

7

, Physical aspect
" Influence how people < The way that information is Material

perceive, process, and
act upon information by
affecting how the human

communicated or
exchanged by individuals,
information systems, and

characteristics (natural
and manufactured) of
the environment that

mind applies meaning to groups. may inhibit or enhance
the information it has communication.
received.

! Kirschbaum, Joseph W. Contested Information Environment: Actions Needed to Strengthen Education and Training for DOD Leaders. Report to Congressional Committees.

Amini, Bayiz, and Topcu



CENTER FOR

Definition of Disinformation auTonomy

Amini, Bayiz, and Topcu



CENTER FOR

Definition of Disinformation auTonomy

Amini, Bayiz, and Topcu



CENTER FOR

Definition of Disinformation auTonomy

Amini, Bayiz, and Topcu



CENTER FOR

Definition of Disinformation auTonomy

Harmful

Misinformation

Fake News

Misleading content

( Intentional \
A

True < P> False

v
\ Unintentional J

Misinformation

Amini, Bayiz, and Topcu



CENTER FOR

Definition of Disinformation auTonomy

Harmful

Misinformation Malinformation

Fake News Leaks

Misleading content Harassment

Hate speech

f Intentional \ ( Intentional \
A A
True @ P> False True <« P> False

\4 v
\ Unintentional J \ Unintentional /

Misinformation Malinformation

Amini, Bayiz, and Topcu



CENTER FOR

Definition of Disinformation auTonomy

Harmful

Misinformation Disinformation Malinformation

Fake News False connection Leaks
Misleading content Imposter content Harassment

Fabricated content Hate speech

f Intentional \ ( Intentional \ ( Intentional \
A A 4

True < P> False True < P> False True < P False

v v \
\ Unintentional J \ Unintentional J Unintentional

Misinformation Disinformation Malinformation

Amini, Bayiz, and Topcu



CENTER FOR

Definition of Disinformation auTonomy

U.S. CyBer COMMAND

Harmful

Home About v FOIA/Privacy Act v Media v Partnerships and Outreach v Employment Opportunities v Contact Us

Misinformation Disinformation Malinformation

NEWS | Sept. 3, 2024

Fake News False connection Leaks Russian Disinformation
Misleading content Imposter content Harassment Campaign “DoppelGénger”
Fabricated content Hate speech Unmasked: A Web of Deception

( Intentional \ f Intentional \ ( Intentional \
A A 4

True < P> False True < P> False True < P False

v v \
K Unintentional J \ Unintentional J \ Unintentional J

Misinformation Disinformation Malinformation

Amini, Bayiz, and Topcu



CENTER FOR

Definition of Disinformation auTonomy

U.S. CyBer COMMAND

Harmful

Home About v FOIA/Privacy Act v Media v Partnerships and Outreach v Employment Opportunities v Contact Us

Misinformation Disinformation Malinformation

NEWS | Sept. 3, 2024

Fake News False connection Leaks Russian Disinformation
Misleading content Imposter content Harassment Campaign “DoppeIGénger”
= Disinformation Campaigns in Africa |: A Web Of Deception

Fabricated content Hate speech

B 1 campaign
1 2campaigns
I 3 or more campaigns

' Russian sponsored campaign(s)

( Intentional \ / Intentional \ r Intentional \
A A 4

True < P> False True < P> False True < P False

v v v
\ Unintentional ) \ Unintentional / \ Unintentional J

Misinformation Disinformation Malinformation

Amini, Bayiz, and Topcu



Definition of Disinformation

CENTER FOR

auTonomy

Harmful

Misinformation

Disinformation

Malinformation

Fake News False connection Leaks

Misleading content Imposter content Harassment

Fabricated content Hate speech

U.S. CyBer COMMAND

Home About v FOIA/Privacy Act v Media v Partnerships and Outreach v Employment Opportunities v Contact Us

NEWS | Sept. 3, 2024

Russian Disinformation
Campaign “DoppelGanger”

Disinformation Campaigns in Africa |: A Web of Deception
dll

Beijing's Global Disinformation Campaign

LANGUAGES USED BY ACCOUNTS CREATED ON TWITTER
1 TO PROMOTE CHINESE PROPAGANDA

Intentional

A

-

Intentional

A

hAYS

~

True <

P> False

True <@ True <

Intentional

A

-
CHINESE
. (MAINLAND)
- 627
' Ri
CHINESE
(TAIWAN)
11
FRENCH: 4 —
ENGLISH
\ JAPANESE: 8 236
SPANISH: 18
RUSSIAN: 36

SOURCE: TWITTER SAFETY

P> False

v

\4

\-

Unintentional

J

Misinformation

\_

Unintentional

J

Disinformation

\_

\4

Unintentional

P> False

J

Malinformation

Amini, Bayiz, and Topcu



CENTER FOR

Definition of Disinformation auTonomy

U.S. CyBer COMMAND

Harmful

Home About v FOIA/Privacy Act v Media v Partnerships and Outreach v

Employment Opportunities v Contact Us

Misinformation Disinformation Malinformation

NEWS | Sept. 3, 2024

Russian Disinformation
Campaign “DoppelGanger”

Disinformation Campaigns in Africa |: A Web of Deception
dll

Fake News False connection Leaks
Misleading content Imposter content Harassment

Fabricated content Hate speech

Beijing's Global Disinformation Campaign

LANGUAGES USED BY ACCOUNTS CREATED ON TWITTER
TO PROMOTE CHINESE PROPAGANDA

DIGITAL FRONT

HOW DISINFORMATION IS USED TO DISTORT THE NARRATIVE

1
2
I :
'RI

IGCIaN WAR IN UKRAINE

INCIDENTS PUSHED SUPPORT FOR

RUSSIA'S INVASION
FR '''''''''''''''''''
( intentional \ / Intentional \ r intentional \ JAPA SOURCE: EEAS 2023 REPORT
A

ON FOREIGN INFORMATION
A SP. MANIPULATION AND
INTERFERENCE THREATS

OCT.-DEC. 2022
5 China-Russia

7

|

)

{ collusion

True < P> False True < P> False True < P False

v v v
\ Unintentional / \ Unintentional / \ Unintentional J

Misinformation Disinformation

12 | China

Malinformation

Amini, Bayiz, and Topcu



CENTER FOR

Definition of Disinformation auTonomy

U.S. CyBer COMMAND

Harmful

Home About v FOIA/Privacy Act v Media v Partnerships and Outreach v Employment Opportunities v Contact Us

Misinformation Disinformation

Malinformation

NEWS | Sept. 3, 2024

Russian Disinformation
Campaign “DoppelGanger”
Disinformation Campaigns in Africa |: A web Of Deception
dl

Fake News False connection | eaks

Misleading content Imposter content Harassment

Fabricated content Hate speech

Beijing's Global Disinformation Campaign

LANGUAGES USED BY ACCOUNTS CREATED ON TWITTER
1 TO PROMOTE CHINESE PROPAGANDA

DIGITAL FRONT

Coronavirus - Triad of Disinformation - Case Study

. .
Lk Narrative Alignment: . Russia i
[__E U.S. challengers take et ’

on coronavirus

' R ' )
‘ Pick & Choose Each
Others’ Narratives
Amplify common
antagonisms

. FR Chip into former areas
( Intentional \ / Intentional \ Intentional JIAPA . of U.S influence
A A A sp. |

China

P> False

P> False P> False

True < True <@

Source: C. Watts (Alliance For Securing Democracy)

\ 4
\ Unintentional

Misinformation

v
Unintentional J

Malinformation

v
Unintentional /

Disinformation

AN

Amini, Bayiz, and Topcu 4



CENTER FOR

Disinformation Evolution auTonomy

Disinformation circulates
on social media through

o X ™ ) i . identity-driven culture
Deception Obfuscation \ Argumentation Ji  Identity work wars
Seeding Echoing
\ )
Actors feed intentional and Disseminates disinformation through preexisting
strategic deceptions onto social controversies. Stokes adversarial narratives against
media, hiding sources and intent. rhetorically constructed opponents.

Initiation

Amini, Bayiz, and Topcu



CENTER FOR

Disinformation Evolution auTonomy

One-Third Believe Or Are Unsure About Four Or More of
Eight False Statements About COVID-19

Number of false statements about COVID-19 that individuals
believe to be true or are unsure about:
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Disinformation circulates
on social media through
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Identity work wars
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Actors feed intentional and
strategic deceptions onto social
media, hiding sources and intent.

Echoing

Disseminates disinformation through preexisting
controversies. Stokes adversarial narratives against
rhetorically constructed opponents.

One-Third Believe Or Are Unsure About Four Or More of
Eight False Statements About COVID-19

Number of false statements about COVID-19 that individuals
believe to be true or are unsure about:

® None @ 1-3false statements @ 4 or more false statements

COVID-19 vaccination status
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Misinformation results in polarization of opinion!
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If a player increases misinformation dissemination below equilibrium, the optimal response of the other player
leads to greater misinformation sharing.

A Left Player ~_ RightPlayer B C D E
— — — Right: Factual Right: Equilibrium Right: Mixed Right: Misinformative
Left: Equilibrium Left: Equilibrium Left: Equilibrium Left: Equilibrium
’I_
g
>
3 v
3 2
S 8
oS
c
Ke)
©
0 £
Qo
£
T T T 04 T T T T T T T T T T ~ 0.2
r 0 1 -1 0 1 A 0 1 -1 0 1 A 0 1 =
" X X X X
Opinion(x)

Amini, Bayiz, and Topcu 10



CENTER FOR

Arm Race auTonomy

If a player increases misinformation dissemination below equilibrium, the optimal response of the other player
leads to greater misinformation sharing.

A ~ Left Player ~_ RightPlayer B C D E
- — - Right: Factual Right: Equilibrium Right: Mixed Right: Misinformative
Left: Equilibrium Left: Equilibrium Left: Equilibrium Left: Equilibrium
’I -
e
=
el v
5 2
S g
g
c
Q2
©
0 £
L
£
T T T o
-1 0 1 =
Opinion(x)

A B
0.9 = _
=2
Phase 1 n n =
0
2 2
£ 4 4
o 6 6
c
kel
©
: K T
[<]
E X
2 -
= n n =6
- 0.3 2
0 2 4 6 8 10 12 4 4 A \
Credibility gain () . 6 W
c Average Media Credibility 1 1 2 1
6
2 °] - D
< — Phase 1 Phase 2
S, 4+ . 1 14
s 1 _ ( 1) .. ..
= 3 i = o ® o o
© opm >
£ [= Phasel sdon. =7 " Phase 2 ) £ °
S e 1ran2ie- 2 o [ ) v o0
‘€ 2 .umvhé.-"" ] kel
2 |- it gl e .
14 — 1 ° [
.’__.—-'-‘ - I. = 1 0+ 04
0 ﬂ_—;_-_-_,_-_,— ] - . i 0 T T T T T T
0 2 4 6 8 10 12 -1 0 1 -1 0 1
Credibility gain (©) Opinion(x) X

Amini, Bayiz, and Topcu



CENTER FOR

Arm Race auTonomy

If a player increases misinformation dissemination below equilibrium, the optimal response of the other player

leads to greater misinformation sharing.
A

~ Left Player ~_ RightPlayer B C D E
— — — Right: Factual Right: Equilibrium Right: Mixed Right: Misinformative
Left: Equilibrium Left: Equilibrium Left: Equilibrium Left: Equilibrium
'I -
S
2
2 v
=
g 3
) [e%
g
c
R
=
©
0- £
L
£
I I I L
-1 0 1 =
Sensitivity Analysis opmonts
A i i i B A Bimodality Coefficient Resilient Communit, Balanced Communit Susceptible Communit:
Bimodality Coefficient 09 ' - 09 ¢ y Yy p y
Phase 1 : ; <
- ' L s
£ 1 e E\
£ 1 '/ =
g . i , ]
: o R o g
‘g BT ! _~Balanced 2
£ ! ~ Community,
“g 1 2 ,/'
k] 1 4
= ! Resilient
: Community
0.3 1 14 | . - - 0.3
0 2 4 6 8 10 12 1 1 2 3 4 @
Credibility gain (2) ' B, 2
1 B8
1 =)
T T T T T 1 B Average Media Credibility 1 @
c Average Media Credibility 1 -1 Obi 0 1 -1 2 1 1 4 §
6 pinion(x) . Phase 1 4
1
= 57 - D : n - X
< - Phase 1 Phase 2 . 34 M
T 44 ' i i 1 [ ] B
c . ! o0 e o . 3 _
g 5 c) o o 0. .0 ! S0 2
=) - s On I = »“‘ =
g " |= Phasel cion. Bz b ases £ °® 1 = P ﬁr,ef“» 3
5 e 1302 5 ® ® v ' 1) ' 27 W ]
£ 27 o SRR <= ] ! ™ g
@ RISt 1 S5 o o Nz 2
s ./ = - | v ! o u 3
7 o . o ® !
_._.--—-" - " = i 0 0+ ",-" Phase 2 0 0
e 55— ™ = om Il . ; . . : . T 7 7 T A 0 1 -
0 2 4 6 8 10 12 -1 0 1 -1 0 L B Opinion(x) Opinion(x) Opinion(x)
Credibility gain (©) Opinion(x) X 2

Amini, Bayiz, and Topcu 10



Take Away

CENTER FOR

auTonomy

Amini, Bayiz, and Topcu

11



Take Away

CENTER FOR

auTonomy

Misinformation Interventions

Amini, Bayiz, and Topcu

11



CENTER FOR

Take Away auTonomy

Misinformation Interventions

e Debunking Challenges: While fact-checking reduces misinformation, its impact depends on
source credibility and audience alignment.

Amini, Bayiz, and Topcu 11



CENTER FOR

Take Away auTonomy

Misinformation Interventions

e Debunking Challenges: While fact-checking reduces misinformation, its impact depends on
source credibility and audience alignment.

e Source Accountability: Increasing credibility gain by holding sources accountable reduces
misinformation and polarization.

Amini, Bayiz, and Topcu 11



CENTER FOR

Take Away auTonomy

Misinformation Interventions

e Debunking Challenges: While fact-checking reduces misinformation, its impact depends on
source credibility and audience alignment.

e Source Accountability: Increasing credibility gain by holding sources accountable reduces
misinformation and polarization.

e Community Resilience: Lowering susceptibility through education and media literacy fosters
a less polarized, more informed society.

Amini, Bayiz, and Topcu 11



CENTER FOR

Take Away auTonomy

Misinformation Interventions

e Debunking Challenges: While fact-checking reduces misinformation, its impact depends on
source credibility and audience alignment.

e Source Accountability: Increasing credibility gain by holding sources accountable reduces
misinformation and polarization.

e Community Resilience: Lowering susceptibility through education and media literacy fosters
a less polarized, more informed society.

¢ Arms Race Dynamics: Reducing credibility can trigger a misinformation escalation, while
credible biased sources encourage factual reporting.

Amini, Bayiz, and Topcu 11



CENTER FOR

Take Away auTonomy

Misinformation Interventions

e Debunking Challenges: While fact-checking reduces misinformation, its impact depends on
source credibility and audience alignment.

e Source Accountability: Increasing credibility gain by holding sources accountable reduces
misinformation and polarization.

e Community Resilience: Lowering susceptibility through education and media literacy fosters
a less polarized, more informed society.

¢ Arms Race Dynamics: Reducing credibility can trigger a misinformation escalation, while
credible biased sources encourage factual reporting.

Conclusion

Amini, Bayiz, and Topcu 11



CENTER FOR

Take Away auTonomy

Misinformation Interventions

e Debunking Challenges: While fact-checking reduces misinformation, its impact depends on
source credibility and audience alignment.

e Source Accountability: Increasing credibility gain by holding sources accountable reduces
misinformation and polarization.

e Community Resilience: Lowering susceptibility through education and media literacy fosters
a less polarized, more informed society.

¢ Arms Race Dynamics: Reducing credibility can trigger a misinformation escalation, while
credible biased sources encourage factual reporting.

Conclusion

* Misinformation is a dynamic problem.

Amini, Bayiz, and Topcu 11



CENTER FOR

Take Away auTonomy

Misinformation Interventions

e Debunking Challenges: While fact-checking reduces misinformation, its impact depends on
source credibility and audience alignment.

e Source Accountability: Increasing credibility gain by holding sources accountable reduces
misinformation and polarization.

e Community Resilience: Lowering susceptibility through education and media literacy fosters
a less polarized, more informed society.

¢ Arms Race Dynamics: Reducing credibility can trigger a misinformation escalation, while
credible biased sources encourage factual reporting.

Conclusion
* Misinformation is a dynamic problem.

* Is this outcome the fault of the media or the information ecosystem?

Amini, Bayiz, and Topcu 11



CENTER FOR

Take Away auTonomy

Misinformation Interventions

e Debunking Challenges: While fact-checking reduces misinformation, its impact depends on
source credibility and audience alignment.

e Source Accountability: Increasing credibility gain by holding sources accountable reduces
misinformation and polarization.

e Community Resilience: Lowering susceptibility through education and media literacy fosters
a less polarized, more informed society.

¢ Arms Race Dynamics: Reducing credibility can trigger a misinformation escalation, while
credible biased sources encourage factual reporting.

Conclusion
* Misinformation is a dynamic problem.
* Is this outcome the fault of the media or the information ecosystem?

* The current information enviromen is explotaible
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Countering Misinformation: Pre-bunking
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Points of intervention

Misinformation Misinformation
Initiation internalization

Misinformation
reinforcement

van der Linden, S. Misinformation: susceptibility, spread, and interventions to immunize the public. Nature Medicine, 2022
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Countering Misinformation: Pre-bunking auTonomy

Points of intervention

Misinformation Misinformation Misinformation
Initiation internalization reinforcement

Option 1: Debunking

|dentify misinformed users.

Correct internalized misinformation
by debunking their perceived beliefs.

van der Linden, S. Misinformation: susceptibility, spread, and interventions to immunize the public. Nature Medicine, 2022
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Countering Misinformation: Pre-bunking auTonomy

Points of intervention

Misinformation Misinformation Misinformation
Initiation internalization reinforcement

Option 1: Debunking

Suffers from anchoring bias.

van der Linden, S. Misinformation: susceptibility, spread, and interventions to immunize the public. Nature Medicine, 2022
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Countering Misinformation: Pre-bunking auTonomy

Points of intervention

Misinformation Misinformation Misinformation
Initiation internalization reinforcement

Option 2: Pre-bunking Option 1: Debunking
|dentify at-risk users.
Educate users to be resilient to Suffers from anchoring bias.

future misinformation cascades

van der Linden, S. Misinformation: susceptibility, spread, and interventions to immunize the public. Nature Medicine, 2022
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Points of intervention

Misinformation Misinformation Misinformation
Initiation internalization reinforcement

Option 2: Pre-bunking Option 1: Debunking
|dentify at-risk users.
Educate users to be resilient to Suffers from anchoring bias.

future misinformation cascades

Theory of psychological inoculation

The vaccine Psychological inoculation Inoculated individual Preemptively inOCUIating users with
correct information immunizes them
Forewarning of impending |_ . o . 1
misinformation against misinformation.
Genefr'ation qf ' Increased i'm.munity _
cognitive antibodies to future misinformation
Refutational preemption,
or prebunking

Post-inoculation talk
(spreading the vaccine)

van der Linden, S. Misinformation: susceptibility, spread, and interventions to immunize the public. Nature Medicine, 2022
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Countering Misinformation:

Pre-bunking

CENTER FOR

auTonomy

When to Inoculate?

You might encounter
misleading information about
voting by mail

Election experts confirm that voting by mail is
safe and secure,
mail-in ballots. Eve C
unconfirmed claims that voting by mail leads
to election fraud ahead of the 2020 US
elections.

Election results might be
delayed

With the incre
might be
election
encounter unconfirmed

Find out more

Learn how voting by mail is
safe and secure

Overusing pre-bunking negatively
affects user experience

'y E Bayiz, U. Topcu, Prebunking Design as a Defense Mechanism Against Misinformation Propagation on Social Networks, Submitted to CDC 2025
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Countering Misinformation: Pre-bunking auTonomy

When to Inoculate?
Content Sequence: O =¢1,95, 93 ---

Misinformation Misc. Content

g; €EMUPUC
Pre-bunk

You might encounter Election results might be
misleading information about delayed
Voting by mail With the increase in voting by mail, there

Example:

encoun ms that a
Ca race,
Q=0C,C,C,M,Cy, M, Cy, ...

I 1

Multiple misinformation sources

Overusing pre-bunking negatively
affects user experience

'y E Bayiz, U. Topcu, Prebunking Design as a Defense Mechanism Against Misinformation Propagation on Social Networks, Submitted to CDC 2025
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Countering Misinformation: Pre-bunking auTonomy

When to Inoculate?

You might encounter Election results might be
misleading information about delayed

voting by mail n voting by mail, there

nsthata
race,
Find out more

Learn how voting by mail is
safe and secure

Overusing pre-bunking negatively
affects user experience

Content Sequence: O =¢1,95, 93 ---

Misinformation Misc. Content

g; €EMUPUC
Pre-bunk

Example:
Q — Cl? C29 ClaMla CZ’ M2’ C4, coe

I 1

Multiple misinformation sources

Goal 1: Ensure pre-bunks are delivered before misinformation.  Eg: Cy, Py, Gy, C, M, Cy, Py, M, Cy, ...

'y E Bayiz, U. Topcu, Prebunking Design as a Defense Mechanism Against Misinformation Propagation on Social Networks, Submitted to CDC 2025
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Countering Misinformation: Pre-bunking auTonomy

When to Inoculate?
Content Sequence: O =¢1,95, 93 ---

Misinformation Misc. Content
g; €EMUPUC
Pre-bunk
You might encounter Election results might be
misleading information about delayed
voting by mail :
e Example:
0=0C,C,C,M,, C,,M,,Cy, ...

I 1

Multiple misinformation sources

Overusing pre-bunking negatively
affects user experience

Goal 1: Ensure pre-bunks are delivered before misinformation.  Eg: Cy, Py, Gy, C, M, Cy, Py, M, Cy, ...

Goal 2: Minimize pre-bunk concentration in feed. min max ¢;;; = fic; + l{qlEP}
a l

'y E Bayiz, U. Topcu, Prebunking Design as a Defense Mechanism Against Misinformation Propagation on Social Networks, Submitted to CDC 2025
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Countering Misinformation: Pre-bunking auTonomy

Each M, propagates based on an Sl epidemic model.

At each time we can decide on which pre-bunks to deliver based on policy JZ'(Itl, ...Itk).

M, M, M,
%
t
P ) % %) %)
P 3

'y E Bayiz, U. Topcu, Prebunking Design as a Defense Mechanism Against Misinformation Propagation on Social Networks, Submitted to CDC 2025
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Each M, propagates based on an Sl epidemic model.

At each time we can decide on which pre-bunks to deliver based on policy JZ'(Itl, ...Itk).

M, M, M,
%
t
P ) % %) %)
P 3

minmax c¢(rx,1t)
nell te|T]

st. A, .. Ap~z(I...1),

X,—1
Vk e N, P(Pke UA,) = 1.

=0

'y E Bayiz, U. Topcu, Prebunking Design as a Defense Mechanism Against Misinformation Propagation on Social Networks, Submitted to CDC 2025
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Countering Misinformation: Pre-bunking

CENTER FOR

auTonomy

Each M, propagates based on an Sl epidemic model.

At each time we can decide on which pre-bunks to deliver based on policy JZ'(Itl, ...Itk).

minmax c¢(rx,1t)
nell te|T]

st. A, .. Ap~z(I...1),
X —1

Vk €N, P(Pke LA

=0

>=1.

M,

%)

M,

%) D

5

cmwny=Y fE, [ A,

7=1

|

7t determines the actions

Deliver pre-bunks before misinformation

'y E Bayiz, U. Topcu, Prebunking Design as a Defense Mechanism Against Misinformation Propagation on Social Networks, Submitted to CDC 2025
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Two Baseline Policies auTonomy

We wanttoensure VYkeN, P P, € U A l=1
=0

'y E Bayiz, U. Topcu, Prebunking Design as a Defense Mechanism Against Misinformation Propagation on Social Networks, Submitted to CDC 2025
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Two Baseline Policies auTonomy

X,—1
We wanttoensure VkeN, P (Pk € U A,) = 1.
=0

Policy 2: Deliver pre-bunk /, whenever there are
misinformed (Itk) nodes in the neighborhood.

—1

7=1

Neighborhood

'y E Bayiz, U. Topcu, Prebunking Design as a Defense Mechanism Against Misinformation Propagation on Social Networks, Submitted to CDC 2025
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X,—1
We wanttoensure VkeN, P (Pk € U A,) = 1.
=0

Policy 2: Deliver pre-bunk /, whenever there are
misinformed (Itk) nodes in the neighborhood.

—1

o=l Neighborhood
Policy 1: Deliver pre-bunk P, whenever I # ¢ in the
observed network.
—1 Observed Network
A, = {PkePllf;é@,Pkgé A,
=1

'y E Bayiz, U. Topcu, Prebunking Design as a Defense Mechanism Against Misinformation Propagation on Social Networks, Submitted to CDC 2025
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Two Baseline Policies auTonomy

X—1
We wanttoensure VkeN, P (Pk € U A,) = 1.
=0

Policy 2: Deliver pre-bunk /, whenever there are
misinformed (Itk) nodes in the neighborhood.

—1

o=l Neighborhood
Policy 1: Deliver pre-bunk P, whenever I # ¢ in the
observed network.
—1 Observed Network
A, = {PkePlltkyéQ,PkgE A,
=1

Both policies yield feasible but suboptimal solutions.

'y E Bayiz, U. Topcu, Prebunking Design as a Defense Mechanism Against Misinformation Propagation on Social Networks, Submitted to CDC 2025
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Equal Pre-bunk Spacing auTonomy

Proxy Problem

Optimally deliver |eT'| pre-bunks until time 7.

n

min  max Z B,
ty...tiery n€{0... | eT]} 1

st 0L+ <t<T, Vie{l..|leT]}.

'y E Bayiz, U. Topcu, Prebunking Design as a Defense Mechanism Against Misinformation Propagation on Social Networks, Submitted to CDC 2025
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Equal Pre-bunk Spacing autonomy

Proxy Problem

Optimally deliver |eT'| pre-bunks until time 7.

min  max Z B,
ty...t)er) n€{0...[eT]} -

st 0L+ <t<T, Vie{l..|leT]}.

Theorem: Let £,...7 7| € R be an optimal solution to above problem , then there exists /1
such that #, — #,_; is constant across all i = h + 1,..., | eT|. Specifically there exists a
constant a such thatl,

t, =ty = loggla — 1) — logy(h),
L—t_ = logﬂ(a —1)— logﬁ(a) :
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Equal Pre-bunk Spacing auTonomy

Proxy Problem

Optimally deliver |eT'| pre-bunks until time 7.

min  max Z B,
ty...t)er) n€{0...[eT]} -

st 0L+ <t<T, Vie{l..|leT]}.

Theorem: Let £,...7 7| € R be an optimal solution to above problem , then there exists /1
such that #, — #,_; is constant across all i = h + 1,..., | eT|. Specifically there exists a
constant a such thatl,

t, =ty = loggla — 1) — logy(h),
L—t_ = logﬂ(a —1)— logﬁ(a) :

Optimal solution of the proxy problem evenly distributes pre-bunks.

'y E Bayiz, U. Topcu, Prebunking Design as a Defense Mechanism Against Misinformation Propagation on Social Networks, Submitted to CDC 2025
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Re-ranking for Credibility auTonomy

Assumption: Content arrives already sorted in a content feed based
on original value assignment V(o)

c =0.1

c=0.3

c =0.8

c=0.2

Content Feed (e)
- ' ' . '

'Y E Bayiz, U. Topcu, Re-ranking with Semi-automated Misinformation Detection for Increasing Credibility in Social Media Feeds, Submitted to SIGIR 2025

Amini, Bayiz, and Topcu 17



CENTER FOR

Re-ranking for Credibility auTonomy

Assumption: Content arrives already sorted in a content feed based
on original value assignment V(o)

O O
() ()
LL LL
S S
o [
v P [ v
o [
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Re-ranking for Credibility auTonomy

Assumption: Content arrives already sorted in a content feed based
on original value assignment V(o)

° g
3| R & :
T T
: -
S| CEED & °

Assume that user sees pth post with probability

q, = AP —— persistence
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Assumption: Content arrives already sorted in a content feed based |dentity permutation optimizes
on original value assignment V(o) platform objectives
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3| RS -os MF
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Assume that user sees pth post with probability

q, = AP —— persistence
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Re-ranking for Credibility auTonomy

Assumption: Content arrives already sorted in a content feed based |dentity permutation optimizes
on original value assignment V(o) platform objectives

e = arg max V(o)
a
© O K
o o p=1
: :
: :

Assume that user sees pth post with probability

q, = AP —— persistence
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Re-ranking for Credibility auTonomy

Assumption: Content arrives already sorted in a content feed based |dentity permutation optimizes
on original value assignment V(o) platform objectives

e = arg max V(o)
a
© O K
$ $ p=1
I c
S S

OESK

K

max aV(o)+ Z dpCo(p)
p=1

Assume that user sees pth post with probability

q, = AP —— persistence Problem: V(o) is not known
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Re-ranking for Credibility auTonomy

Misinformation is vaguely
defined.

e Fake News

mm  Propaganda

e Scams

* Rumors
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Instead of labeling
misinformation we use a
probabilistic credibility
measure
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Re-ranking for Credibility auTonomy

Misinformation is vaguely o
defined. Democratic View

. Fake News Suppose a randomly selected user labels

mm post p as Z, ~ Bernoulli(c)
 Propaganda

Define credibility as E[Zp] =
e Scams

* Rumors

Instead of labeling
misinformation we use a
probabilistic credibility
measure
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Re-ranking for Credibility

CENTER FOR

auTonomy

Misinformation is vaguely
defined.

e Fake News

mm  Propaganda

e Scams

* Rumors

Instead of labeling
misinformation we usea —
probabilistic credibility

measure

Democratic View

Suppose a randomly selected user labels
post p as Z, ~ Bernoulli(c)

Define credibility as E[Zp] =

Evidence-based View

Parse top k news articles

Determine credibility based on the consensus
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Re-ranking for Credibility

CENTER FOR

auTonomy

Misinformation is vaguely
defined.

e Fake News

mm  Propaganda

* Rumors

Instead of labeling
misinformation we usea —
probabilistic credibility

measure

Democratic View

Suppose a randomly selected user labels
post p as Z, ~ Bernoulli(c)

Define credibility as E[Zp] =

Evidence-based View

Parse top k news articles

Determine credibility based on the consensus

We use a hybrid approach that utilizes both views.
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Community Notes autonomy

& X

Community Notes

7a\ Readers added a Community Note to a
post to which you replied, liked, or
reposted
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Community Notes autonomy

8

Community Notes

7a\ Readers added a Community Note to a
post to which you replied, liked, or
reposted

S0 (i i (1= 2,0 1y,

shuman _ ~=!
n n _
zi=1 <hp,i T hp,i)

b

P

» Each post p comes with community notes
« Each community note i comes with a verdict Zpi
* Eat community note also comes with ratings:

+ . ¢ ) .
. hp’i : Number of ‘helpful’ ratings

. hl;l- : Number of ‘not helpful’ ratings
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Community Notes autonomy
Push towards note Push away from note
verdict if helpful verdict if not helpful

Community Notes
7a\ Readers added a Community Note to a

post to which you replied, liked, or

reposted

>z i (L = 2,) - By
~human i \ S PP
C D = ~ \
+ 4 B
[Zizl <hp,i + hp,l)

Total number of ratings across all posts

» Each post p comes with community notes
« Each community note i comes with a verdict Zpi
* Eat community note also comes with ratings:

+ . ¢ ) .
. hp’i : Number of ‘helpful’ ratings

. hl;l- : Number of ‘not helpful’ ratings
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Community Notes autonomy
Push towards note Push away from note
verdict if helpful verdict if not helpful

8

Community Notes

7a\ Readers added a Community Note to a
post to which you replied, liked, or
reposted

» Each post p comes with community notes

« Each community note i comes with a verdict 2y

* Eat community note also comes with ratings:

+ . ¢ ) .
. hp’i : Number of ‘helpful’ ratings

. hl;l- : Number of ‘not helpful’ ratings

N \

shuman ZL[(Z’” | h’j}@ ~ ) h”_’iD
C —

P

[ZL (1 + hp—,,-)] |
/

Total number of ratings across all posts

Assuming ratings and notes come from
uniformly sampled users

6human

. is an unbiased estimator of ¢ = E[Zp]
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Enhancing Human Scores auTonomy

Generate artificial community notes using retrieval augmented generation (RAG)
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Enhancing Human Scores auTonomy

Generate artificial community notes using retrieval augmented generation (RAG)

Generation Prompt

| Top k l
Retrieval Prompt _ articles Base :
2 Retrieval > BTV —— Verdict g,
NLP assistedI
search
\V/
V\ —
v
A skNews
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Enhancing Human Scores auTonomy

Generate artificial community notes using retrieval augmented generation (RAG)

Retrieval Prompt
4 Retrieval

Generation Prompt

Top k l

articles Base
> —
LLM

Verdict 250

NLP assistedI
search
\.i Assign fictitious ratings k., k, to
v artificial verdict and treat it like a
v\ J community note.
AskNews
+ — n 4+ —
o kTt (l—zg ) kTt 2 (zp,i hy+(1—2z,,)- hp,i)
C. =
P

> (hpfi + h];i> + k4 k-
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Re-ranking for Credibility auTonomy

Assumption: Content arrives already sorted in a content feed based
on original value assignment V(o)

K
max oV (o) + Z dpCo(p)

OESK

p=1

. < Problem: V(o) is not known
» ) —
3 3 ( V(o) may not even exist)
() ()
LL LL
S S
: :

o o

v ® [ v
o o

Assume identity permutation optimizes platform objectives

o

K
e = arg max V(o) V(o) = Z qpo(a(p)),
p=1
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Re-ranking for Credibility

CENTER FOR

auTonomy

Assumption: Content arrives already sorted in a content feed based
on original value assignment V(o)

-
o~ ~
) )
3| EEED =03 BF
() ()
LL LL
C C
O O
@) O
o O
v ® ® v
o O

Assume identity permutation optimizes platform objectives

o

K
e = arg max V(o) V(o) = Z qpo(a(p)),
p=1

K
V(o) +
max  aV(o) p;qpca(p)

Problem: V(o) is not known

( V(o) may not even exist)

v

Solution: Solve a surrogate
problem

K
mln D(G) - Z qpca(p)
o =1

K
D(o) = D |o(i) ~ i
i=1
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Optimality Gap auTonomy

Year 2021 Year 2022 Year 2023 Year 2024 Total
| [ [ [
4.41 4.4
X 4.51 4.21 Lo
4.0 4.2 :

E 4.0 4.0 4.01
= _ 4.0/ .
2 3.5 3.8 58 A=0.8
= 3.51 3.61 3.81 3.6 1
o 3.4
O, 30 3.0 3.4 3.6 391
= 3.2/ | 3.0
8 25' 2_5-[ : : : : : 3.4 2.8
5 35 40 45 50 55 60 i
)
2 _
LE 12.0] 11.5 12.0- 12.0
. - 11.0 125 11.5
0 11.01 11.5- :
v ~ 10.51 12.0 11.0
< 10.0 10.0- 11.0 L0 A=0.95
TU | 95' 10 5_ 11.5' :
3) 9.0 ' ' 10.0
e 9.0 |
i . 10.01 11.0 9.0
§ sgop X 85—

130 140 150 160 160 170 180 190 160 170 180 190 170 180 190 200 160 170 180 .

Horizontal Axes: Expected Original Score —Re-ranking - --Optimal  xOriginal

What is the cost of remaining oblivious to original cost?

K
i “Optimal” ions: max aV(o)+ c
Theoretically “Optimal” solutions: oeon (o) p§=1: ACo(p)
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Concluding Remarks auTonomy

e Challenges:

Safe and

e Information ecosystem is not completely understood At

Control

® [nformation ecosystem is fragile against adversarial attacks Mitigation via
Graph
Alteration

® Adversaries have initiatives

Rela}tiyg ‘
® Future Work: oy Optimal
.-ake News Ranking Pre-bunking
. . Detection via  Refinement Delivery
e How to design a robust social network? Credibility LLM
Detection Influence
. * Community 4 Maximization
® [ ong term evolution of the network Susceptibility ¥ Information
Ecosystem
e How to integrate multiple information modalities? <
. Disinformation Pro-act
Conclusion Gies
Control and decision making enable new solutions for Rosllonce

this challenge that goes well beyond fact-checking.
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